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Document Purpose

This document proposes an amendment to the existing Identity object.
Object Proposal

Business Case

Many individuals will have more than one role across the educational establishments covered by one ‘SIF Enterprise’.  For example, a teacher may also be a parent within the same school and within other schools. This individual will probably be represented by disparate records within the MIS systems – even within the single MIS of the first school. Similarly, a student may have lessons within more than one school, with disaparate records across the MIS. The schools may well be served by completely separate MIS systems.  Other services (such as a Learning Platform) may want to provision a single identity (one set of username and password ‘credentials’) to this individual, and so it may include an Identity Manager which is capable of matching these separate records. Currently, however, SIF is not capable of conveying the information necessary to allow this to happen. This document proposes to amend the Identity Object to allow this information to be conveyed.
Time Line

Object amendment has already been developed.
Object Plan

Object Dependencies and Relation Map

 SHAPE  \* MERGEFORMAT 



Changes to Other Objects

No changes required.
Infrastructure Changes

No changes required.
Object Definition
Additional element:

	 
	Element/@Attribute
	Char
	Description
	Type

	 
	AuthenticationSourceGlobalUID
	M 
	The globally unique identifier that links together separate Identity objects which reference the same Person. 
	 xs:normalizedString


Issues

List any issues the work group thinks there are here
XML Example

An example of two Identity objects with the same IdentityAssertion and AuthenticationSourceGlobalUID:

<Identity RefId="4286194F43ED43C18EE2F0A27C4BEF87">


  <SIF_RefId SIF_RefObject="WorkforcePersonal">23B08571E4D645C3B82A3E52E5349925</SIF_RefId>

  <AuthenticationSource>UKAccessShibboleth</AuthenticationSource>

  <AuthenticationSourceGlobalUID>FFEC703CF9D142018A7BDB9E127EDC41</AuthenticationSourceGlobalUID>
  <IdentityAssertions>
    <IdentityAssertion
SchemaName="eduPersonPrincipalName">john.doe@asdf.sch.uk</IdentityAssertion>
  </IdentityAssertions>
</Identity>

<Identity RefId="4286194F43ED43C18EE2F0A27C4BEF88">

  <SIF_RefId SIF_RefObject="ContactPersonal">AAAA8571E4D645C3B82A3E52E534AAAA</SIF_RefId>

  <AuthenticationSource>UKAccessShibboleth</AuthenticationSource>

  <AuthenticationSourceGlobalUID>FFEC703CF9D142018A7BDB9E127EDC41</AuthenticationSourceGlobalUID>
  <IdentityAssertions>
    <IdentityAssertion
SchemaName="eduPersonPrincipalName">john.doe@asdf.sch.uk</IdentityAssertion>
  </IdentityAssertions>
</Identity>

Use Cases

Identity Object
	Use Case Outcome Goal Narrative

	End to End Goal Statement
	To allow one identity to cover multiple ‘person’s. 

	Input Choreography Expectations
	Multiple *Personal objects equivalent to the same identity are published from one or more systems.

	Output Choreography Expectations
	A link is forged between all the *Personal objects and the Identity.  Identity Objects are published to one or more zones.

	Summary 
	As a person may exist as different *Personal objects within different systems (or even within the same system), it is necessary to be able to link all of these *Personal objects together with the same Identity.


	Use Case 14-19 Agenda (the same student in two schools with the same Learning Platform)

	1. Joe Blog attends school 1 (which provisions LearnerPersonal objects on SIF zone A).  When Joe’s details are entered into the school’s MIS, a LearnerPersonal object is published to SIF zone A.
2. An ‘Identity Manager’ (subscribed to LearnerPersonal objects on SIF zone A) receives this LearnerPersonal object and tries to match it to other *Personal objects it has previously received.  It doesn’t find a match so it generates a new AuthenticationSourceGlobalUID and a new Identity Assertion joe.blog@asdf.sch.uk.  It then publishes an Identity object containing both these values and a reference to the LearnerPersonal object (the RefID) back onto SIF zone A.

3. A Learning Platform (subscribed to both LearnerPersonal and Identity objects on SIF zone A) receives both these objects and checks to see if it has previously seen the AuthenticationSourceGlobalUID. It hasn’t so it and creates an account with the username joe.blog@asdf.sch.uk which Joe can use to logon to the Learning Platform.
4. Joe Blog also attends school 2 (which provisions LearnerPersonal objects on SIF zone B).  When Joe’s details are entered into the school’s MIS, a LearnerPersonal object is published to SIF zone B.

5. The ‘Identity Manager’ is also subscribed to LearnerPersonal objects on SIF zone B.  It receives this LeanerPersonal object and tries to match it to other *Personal objects it has previously received.  This time it does find a match and retrieves the AuthenticationSourceGlobalUID and the Identity Assertion joe.blog@asdf.sch.uk.  It then publishes an Identity object containing both these values and a reference to the LearnerPersonal object (from SIF zone B) back onto SIF zone B.

6. The Learning Platform is also subscribed to both LearnerPersonal and Identity objects on SIF zone B.  It receives the LearnerPersonal and Identity objects and, by examining the AuthenticationSourceGlobalUID, recognises that the previous LearnerPersonal object refers to the same Person as the one it has just received.  It can then handle this accordingly, for example by giving Joe Blog the same username joe.blog@asdf.sch.uk.
Note: If the Learning Platform hadn’t known that the two separate LearnerPersonal objects referred to the same person, it would’ve create a second, separate account and Joe Blog would’ve had two separate sets of login credentials.


	Use Case multiple roles, single identity – A person who is a Teacher and a Parent

	1. John Doe is a teacher at school 1 (which provisions WorkforcePersonal objects).  When John is entered into the school’s MIS as a teacher, a WorkforcePersonal object is published.
2. An ‘Identity Manager’ (subscribed to WorkforcePersonal objects) receives this WorkforcePersonal object and tries to match it to other *Personal objects it has previously received.  It doesn’t find a match so it it generates a new AuthenticationSourceGlobalUID and a new Identity Assertion john.doe@asdf.sch.uk.  It then publishes an Identity object containing both these values and a reference to the WorkforcePersonal object.

3. A Learning Platform (subscribed to both WorkforcePersonal and Identity objects) receives both these objects and checks to see if it has previously seen the AuthenticationSourceGlobalUID. It hasn’t so it and creates an account with the username john.doe@asdf.sch.uk which John can use to logon to the Learning Platform.
4. John Doe is also a parent at school 1 (which also provisions ContactPersonal objects).  When John is entered into the school’s MIS as a parent, a ContactPersonal object is published.
5. The ‘Identity Manager’ is also subscribed to ContactPersonal objects.  It receives this ContactPersonal object and tries to match it to other *Personal objects it has previously received.  This time it does find a match and retrieves the AuthenticationSourceGlobalUID and the Identity Assertion john.doe@asdf.sch.uk.  It then publishes an Identity object containing both these values and a reference to the ContactPersonal object.

6. The Learning Platform is also subscribed to ContactPersonal objects.  It receives the Identity and ContactPersonal objects and, by examining the AuthenticationSourceGlobalUID, recognises that the previous WorkforcePersonal object refers to the same Person as the ContactPersonal object it has just received.  It can then handle this accordingly, for example by giving John Doe the same username john.doe@asdf.sch.uk for both their Teacher and Parent accounts.


Note: Publishing separate Identity objects onto their respective SIF zones (rather than one Identity object with multiple references to *Personal objects) removes the need for any logic (at receiving agents) to work out whether or not a particular SIF_Ref Id exists within their zone or not.
Note: If an individual no longer exists in a role then the relevant ‘delete’ *Personal object will be published to the zone.  Services which require a single identity will pick up this delete and remove that role from the associated individual.  One scenario whereby a delete Identity object is required is when an erroneous Identity object is published (e.g. if an incorrect match is made).
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